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Abstract

The new era of data networking involves Deep Neural Network for more efficiency and productive output. An intelligent
autonomous intrusion detection system alone is not enough, when data security is important. Explainable Artificial
Intelligence is based on standards and do not bypass human interference to make decision on intrusion flags. Ensuring
network security is crucial and essential in Oil and Gas industries, especially for remote sites such as Wellheads, Gas
Gathering Manifold and Remote Headers. Data transmission to plant and further to corporate network from remote
sites is vulnerable and a target for attackers due to remoteness of the sites. These sites are mostly unmanned and
remotely being monitored and controlled over network. This paper is presenting a review, analysis of integrating
Explainable Artificial Intelligence (XAI) with Deep Neural Network (DNN) for Intrusion Detection System of 1IoT’s data
transmission to corporate network in Oil and Gas industries. Here, we tried to explore and research about recent
advancements in field of deep neural network-based intrusion detection system. This paper is presenting the idea to
implement XAI integrated DNN for intrusion detection system in oil and Gas industries to protect any kind of cyber-
attack on processed or raw data from remote sites. Many research papers have been analyzed and studied during the
research and found many gaps which need to be filled when developing a smart intrusion detection system. Traditional
black box transparent theory is not enough to combat cyberattacks but it needs human interface to have explanations
of flags. Deep Neural Network based learning, training and testing made this research paper more accurate for intrusion
detection when working with critical process data coming from IloTs of unmanned sites of Oil and Gas industries.
Weight based feature selection and attack analysis based on explanations based neural networks and pre-defined
standards making this intrusion detection system best for complex networks of I10Ts.

Keywords: Deep Neural Network; Intrusion Detection Systems; Cybersecurity; Industrial Internet of Things (IloTs);
Convolutional Neural Network; Long/Short-Term Memory Neural Network.

1. Introduction

The cybersecurity in Artificial Intelligence (Al) and machine Learning (ML) era needs to be upgraded and should be
based on historical patterns of worldwide threats. Attackers are aiming to target the easiest site for manipulations.
Industrial Internet of Things (IIoT) is playing crucial role in remote sites of Oil and Gas industries. In recent years, there
is a huge development in I[IoT and connected sensing devices, making it easy for cyberattack and catastrophic damage
to huge centralized systems. Therefore, an intelligent Intrusion Detection system is needed to protect from such high
risk cyberthreats. Traditional intrusion detection system has many flaws such as generating overwhelming quantity of
alerts and mostly signature-based detection relying on already known patterns. Cloud computing is mostly used to
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support IloT platforms. The ultra-modernization and digital transformation in Oil and Gas industries by extensive
utilization of IloT necessitates the development of best intrusion detection systems to counter potential cyber-threats.
In recent years, many machine learning and deep learning-based intrusion detection systems have been developed
including multi-Layer perceptron, convolutional neural network (CNN), recurrent neural network (RNN), Hybrid CNN-
RNN, and Federated Learning, Long Short-term memory (LSTM) networks, deep autoencoders, gated recurrent units
(GCU) etc.

The challenges became more severe as current Al infrastructure is facing difficult in IIoT-Cloud environment due to
diverse data sources and reaching to centralized server. Advanced Deep Learning methodology is must for the
cybersecurity of interconnected I1oTs in cloud domain.

Deep Neural Networks are sophisticated machine learning models inspired by the human brain’s neural structure. They
consist of multiple layers of interconnected nodes (neurons) that transform input data through successive nonlinear
transformations to extract hierarchical patterns and make predictions

Deep Neural Network is playing pivotal role to improve response time and latency in IloT devices applications a better
energy consumption and provide a safe environment to these systems. Deep Learning models having the ability to learn
patterns and accordingly can make predictions are perfect choice to study cyberattacks which are not easy to locate by
traditional rule set basis.

Industrial Internet of Things (IIoT) platforms facing challenges in traditional security approaches such as scale,
heterogeneity, Resource Constraints, dynamic environment factor and Novel Attack vecors. DL based IDS is having many
benefits, such as:

Automatic feature learning and abstraction.
Handling high dimensional heterogeneous data.
Detecting sophisticated and evolving attacks.
Temporal pattern recognition

Scalability and Distributed Learning.

Adaptive Learning and Concept Drift Handling
Multi-Task Learning and Efficiency improvement

Different neural networks are being used such as Convolutional Neural Network (CNN), Recurrent Neural Network
(RNN), autoencoders etc.

1.1. Deep Neural Network:

Deep Neural Network is representing a paradigm shift in [oT intrusion detection system by offering:

Superior Detection Capabilities: Complex patterns recognition across heterogeneous data.

Adaptive Intelligence: Continuous learning from evolving threats.

Operational Efficiency: Multi-task learning reduces deployment complexity.

Scalability: Distributed Learning architectures for massive IoT deployments.

Future-Proofing: Foundation for integrating advanced techniques such as reinforcement learning,
neuromorphic computing etc.
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Figure 1 Deep Neural Network Architecture

As IloT networks are growing day by day in scale and complexity, DNN based IDS transitions form a competitive
advantage toa security necessity. In organizations DNN powered security system are building resilient, intelligent and
adaptive IoT infrastructures capable of tomorrow’s unknown attacks. DNN based IDS can be implemented in Edge side
of the network initially to protect critical assets on plant side.

Deep Neural Network represent a paradigm shift in IIoT intrusion detection by providing super detection capabilities,
adaptive intelligence, increasing operation efficiency and promising for future integrations.

1.2. Explainable Al

Explainable Al is creating an Al system, which can provide clear, understandable explanations for their decision and
actions It helps human to interpret Al outputs by which building trust between Human and Machine.
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Figure 2 Explainable Al architecture diagram

1.3. Explainable AI (XAI) Integration with Deep Neural Network (DNN) for Intrusion Detection System (IDS):

In this paper, we are presenting the idea of Explainable Al (XAI) integration with Deep Neural Network for intrusion
detection in IIoT platforms. XAl is a technique that make AI/ML models decisions understandable, interpretable and
transparent to human. The basic need of involving XAl is because DNNs operates as “black box”, making predictions
without revealing to human as why or how decisions are made.

In a security context, an alert without a reason is nuisance. XAl addresses the core operational limitations of DL-IDS.

1.3.1. Building Trust and Adoption:

Analysts must trust the system to prioritize its alerts over hundreds of others.
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1.3.2. Improved Model Debugging & Refinement:

Security engineers can understand model failures (e.g. why a certain attack was missed) to improve training data or
architecture.

1.3.3. Reducing False Positives:

Analysts can quickly dismiss alerts with nonsensical or benign explanations

1.3.4. Regulatory Compliance:

Each decision is documented with reasoning, clear risk scoring with competent breakdowns and producing automated
reports demonstrating fair, unbiased detection.

1.3.5. Facilitating Forensic & Reporting:

Explanations provide a starting point for root cause analysis and are essential for compliance reports.

1.3.6. Accelerating Response

Explanations (Flagged because of rare SSL certificate length+ anomalous geolocation) guide immediate investigation
steps.

1.3.7. Human-AI Collaboration

Saving time of security analyst by providing explanations and ranks for alerts and Analyst can learn from Al's pattern
recognition.

1.3.8. Adversarial Robustness & Security

Any unusual explanation patterns flag potential adversarial attacks. XAl helps in identifying model vulnerabilities. If
attack traffic generates widely different explanations for similar attacks, it indicate evasion attempt.

Integrating XAl with Deep Neural Network for IIoT intrusion detection transforms security operations from reactive
monitoring to proactive and intelligent defense system. The benefits extend beyond technical improvements to
encompass organizational trust, regulatory compliance and operational efficiency. XAl is not an optional requirement
for IloT platforms but it is requirement for trust and compliance. XAl is not replacing humans in decision makings. It is
transparent explainable system that security teams can trust, understand and effectively collaborate with defined
increasingly complex and critical systems.

2. Related Studies

Different studies have been conducted for intrusion detection system utilizing Deep Learning methodologies, K. Vinotha
and Dr. P. Eswaran gave Quantum search enhances bat algorithm approach which integrates quantum-inspired search
dynamics with adaptive swarm intelligence and produced an experimental results of 95.7% Intrusion detection
accuracy[15]. Xue and Li produced an approach of Multiscale Convolutional Neural Network based on multi-head
attention mechanism and hierarchical long short term memory network-based security intrusion detection model [5],
where they utilized MCNN-MHA-HLSTM technique and adopted a multiscale convolutional neural network and
combined it with head attention mechanism for improving the accuracy of intrusion detection and reducing the impact
of imbalance. MCNN-MHA-HLSTM can capture the correlation and local features between security data sequence and
attack data sequence. It employs multiple effective strategies, the common is data augmentation which aims to increase
minority class samples by generating more diverse training samples. This can be achieved by various transformations
on minority class samples, thereby, helping MCNN-MHA-HLSTM better learn and improve detection accuracy. In this
approach a multiscale convolutional neural network using parallel branches. Each branch is having different depth
using convolution kernels of different sizes and spans. This approach is having a multi head attention mechanism used
in neural network model to focus on different parts of the input sequence. It consists multiple attention head each of
which independently perform scaling dot product attention operations H times and using different query, key and value
matrices each time and finally concatenates the output of all heads. The input sequence is mapped into three vectors,
represented as query, key, and value information and weighted values of each position is calculated through scaled dot
product attention operation for weighted summation of the input sequence. [5]. This approach is using HLSTM into two
parts based on different input and output situations of modules at different levels. The hierarchical structure of HLSTM
is having the capabilities to model complex data sequence across multiple time levels and learn the input data at symbol
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level, word level sequentially. This approach is providing 95.2% accuracy in intrusion detection. [5]. Vandana Shayka,
Jaytrilok Choudhry presented a model of intrusion detection by utilizing Deep Neural Network to enhance the
performance. The most effective feature from the data set is chosen through the cross-correlation method. DNN
structure is used for testing and training. They reached to an accuracy of 96.23% in intrusion detection [6]. Another
approach is of MS Harish, Lokesh, Lokesh S Ramanujan and others produced a method of Hybrid Deep Learning model
for network intrusion detection using optimal feature fusion, [12] This approach is concentrating on creating a balanced
training approach by defining an appropriate feature fusion process for deep learning. Deep Learning is considered to
achieve high accuracy through an intelligent design. This model is identifying and distinguishing abnormal behavior in
network traffic by utilizing hybrid deep learning methodology. The fusion process is using the RCMPA, which tune
weights assigned to each characteristic, ensuring most relevant information is accentuated. The purpose of Multi-scale
Dilated Deep Hybrid Network with Attention Mechanism” (MDDHN-AM) is deep learning model handling different
sequential lengths of data and promptly highlighting complicated traffic patterns. [12]. MDDHN-AM is highly affective
intrusion detection model that combines multi-scale detailed convolutions, hybridized temporal networks and an
attention mechanism to deliver superior performance in detection its ability to adjust multipart attack pattern,
prioritize critical data, and effectively learn from temporal dependencies make it a powerful tool in safeguard modern
network infrastructures. The RCMPS-MDDHN-AM based ID outcomes achieved an accuracy of 96.2%. [12]. Heba Dhirar
and Ali Hamad utilized software-Defined Networking approach (SDN) and increased the accuracy of Intrusion detection
to0 96.4% [17].Another approach from Omar Achbarou and his team is Intrusion detection system using feature selection
and hybrid learning models for high performance and efficiency. This approach is showing the IDS system working in
real time and leveraging the automatic extraction by deep learning. The model is for enhancing the accuracy and
reducing the false positive rate and execution time and ensuring its ability to adapt emerging attacks in IloT
environment. [13]. This model is based on Convolutional Neural Network are well suited to capturing intricate pattern
within high-dimensional data, which makes them an excellent choice for detecting anomalies in network traffic.
Convolutional Neural Network (CNN) is having ability to automatically learn hierarchical feature representations from
raw network data, which can enable a relatively accurate classification of network traffic as either normal or attack data.
the development of the proposed model is structured into five key stages: data processing, the training-test split, feature
selection, model building, evaluation. [13]. The process starts with data loading, and stored in CSV file with columns
representing various network features, and a target label indicating whether the traffic consisted of normal data or an
attack. This technique is converting the categorical data into numerical form. After label encoding there is a
normalization of the data using minimum-maximum scaling technique. This technique adjusts the feature values to a
standardized range in (0,1) to ensure each feature is contributing equally to the model and prevent bias form features
with larger value range. The technique is embedded with RF, XGBoost and Light GBM producing 99.2% accuracy in
intrusion detection[13] Mourad Benmalek and Abdessamad Seddiki reached to an accuracy of 99.6% by utilizing
RT_I0T2022 dataset, which captures complex IoT attack scenarios. This study is utilizing particle swarm optimization,
a bio metaheuristic for feature selection and optimization and reduced computational overhead and enhanced the
performance [16].

3. Research Gaps and Motivation

3.1. Data Related Challenges

3.1.1. Lack of high-quality representative and current datasets:

e Obsolete Datasets

Most of the research is relying on old datasets like KDD-CUP99 or NSL-KDD, which do not reflect modern network traffic,
protocols (e.g. IoT, Cloud) or sophisticated attack vectors.

e Synthetic/Lab-Generated Data

Many datasets are created in lab environments, lacking the complexity, noise and heterogeneity of real enterprise
networks.

e Privacy and Sensitivity
Real network traffic contains highly sensitive information. Sharing such data for research is difficult due to privacy laws

(GDPR, CCPA) and corporate policy, stifling progress.
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3.1.2. Severe Class Imbalance

In real networks, malicious activity is extremely rare (<<1% of all traffic). Deep Learning models tend to become biased
toward the majority class (normal traffic), leading to poor detection rates for actual attacks.

3.1.3. Lack of Labeled Data

Accurately labeling network flows or logs as specific attack types is a time-consuming, expert-level task. This scarcity
of high-quality labels limits the effectiveness of supervised DL approaches.

3.1.4. Concept Drift

The statistical properties of “normal” and “malicious” traffic evolve over time (e.g. new applications, network upgrades,
changing user behavior). A static DL model’s performance degrades rapidly unless it is continuously retrained with
fresh data.

3.2. Model-Related & Technical Challenges

3.2.1. Interpretability and Explainability (The “Black Box” Problem)

This is a critical operational hurdle. Security analysts (SOC teams) need to understand why an alert was generated to
investigate, triage and respond effectively. A DL model that just outputs “anomaly score: 0.95” without explaining which
features contributed to the decision is met with distrust and slows down incident response.

3.2.2. High Computational Cost

Training complex DL models (e.g., LSTM for time-series, deep autoencoders) requires significant GPU/TPU resources
and time. While interface is faster, the need for frequent retraining to handle concept drift adds to operational overhead.
3.2.3. Feature Engineering Vs Representation Learning

A core promise of DL is automatic feature learning. However, for network data, raw packets (bytes) are less directly
informative than for image pixels. Effective DL for Intrusion Detection System (IDS) often still requires careful
preprocessing and hybrid approaches (combining handcrafted features like flow statistics with learned
representations), undermining the “end to end” learning ideal.

3.2.4. Adaptability and Generalization

Models trained on one network environment often fail to generalize to another due to differences in topology, services,
and normal behavior patterns. Creating a universally effective DL based IDS is extremely difficult.

3.2.5. High False Positive and False Negative Rates

Despite DL’s power, tuning models to achieve an operationally acceptable balance between false alarms (which cause
alert fatigue) and missed detections (which are critical security failures) remains challenging, especially with
imbalanced data.

3.3. Adversarial Challenges (A Cat-and-Mouse Game):

3.3.1. Adversarial Machine Learning (AML)
Attackers can deliberately craft inputs to evade detection.

e Evasion Attacks
Manipulating attack payloads or network flow characteristics in subtle ways that are indistinguishable from normal
traffic to the DL model but preserve malicious intent (e.g., adding perturbation to malware code or timing of
exfiltration).

e Poisoning Attacks

Injecting carefully, crafted malicious data into the model’s training set to “poison it”, causing the model to learn incorrect
patterns and fail during deployment.
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3.3.2. Lack of Robustness

Many DL models are surprisingly fragile to these small, adversarial perturbations, making them unavailable in hostile
environment where adversaries are aware of their deployment.

3.4. Operational and Deployment Challenges

3.4.1. Integration with Security Orchestration

Fitting a DL-based IDS into existing security Information and Event Management (SIEM) systems, threat intelligence
platforms and SOAR (Security Orchestration, Automation and Response) Workflows in non-trivial.

3.4.2. Real-Time Processing Requirements

While DL inference can be fast, processing high-volume, high-velocity network traffic (e.g. 10/40/100 Gbps) in real-
time requires optimized pipelines and hardware, which can be expensive.

3.4.3. Skill Gap

Operating, maintaining, and fine-tuning DL systems require expertise in both machine learning and cybersecurity,
which is a rare combination in many security teams.

3.4.4. Trust and Accountability

Due to the “black box” nature and potential for error, security managers are hesitant to fully automate responses based
on DL alerts. The lack of accountability for model errors is significant barrier.

3.5. To Mitigate the challenges, below future trends need to be implemented:

3.5.1. Hybrid Approaches:

Combining ML/DL with traditional signature-based methods and rule-based systems.
Semi-Supervised & Self-Supervised Learning:

e Toreduce dependency on labelled data.

e Lifelong/Continual Learning:

e To adapt models continuously to concept drift.
Explainable Al (XAI) Integration:

e Developing techniques like SHAP or LIME specifically for network intrusion detection to build trust.
Federated Learning:

e Totrain models on decentralized data (e.g. across different network segments) without compromising privacy.
Focus on Production-Ready Systems:

e Research shifting from pure accuracy gains to efficiency, scalability and integration.

3.6. Explainable Al (XAI) and Deep Learning based IDS Model:

XAl and DL based IDS model is being researched here for IoTs data protection from remote areas of Oil and Gas
industries. Mostly the idea of XAl and DL integration is opaque, and not clear for practical use. Here, in this paper we
will discuss about the integration and implementation of the model for protecting the data at edge before reaching to
SCADA server and company corporate network.

Basically, there are two kinds of XAl approach:

3.6.1. Post-Hoc, Model-Agnostic Technique:

Applied to any DL model after training
184
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SHAP (SHapley Additive exPlanations):
It calculates the contribution of each input feature (e.g., packet size, destination port, TCP flag count) to a specific
prediction.

. Use in IDS :

A SHAP force plot can show that connection is classified as a DDoS attack primarily because of the extremely high
packet_rate (feature contribution: +0.6) and the low avg packet_size (contribution: +3.0) despite the normal
destination_port (contribution (-0.1).

LIME (Local Interpretable Model-agnostic Explanations):

Creates a simple interpretable model (like linear regression) to approximate the complex DL model’s behavior locally
around a single prediction.

e UseinIDS:

Good for explaining individual anomalous connections. The model sees this connection as a similar to SQL injection
because these 5 specific byte sequences in the payload were weighted heavily.

Intrinsic or Model-Specific Techniques (Leverage the model’s own architecture):

Attention Mechanism:

For sequence models (LSTMs, Transformers) Processing packet flows or system logs, attention weights reveal which
parts of the sequence (e.g., which specific packets in a flow or which log entries) the model “paid attention to” when
making a decision.

e Usein IDS:
Visually attention over a sequence of HTTP requests can pinpoint the exact malicious request in a session.

Gradient Based Methods:

Techniques like Saliency Maps or Grad-CAM (more for images) can be adapted to highlight the most influential input
features by analyzing the model’s gradients.

Surrogate Models

Train a globally Interpretable model (like a decision tree) to approximate the overall behavior of the black-box DL
model. Less precise for individual cased but gives a global sense of model logic.

4. Contribution

This technical research paper is providing a conceptual model of Explainable Artificial Intelligence (XAI) integrated with
Deep Neural Network (DNN) based Intrusion detection system, which can be utilized in Oil and Gas industries at Edge
of the network to protect the data coming from IloT sensors. Mostly Remote sites are vulnerable in Oil and Gas
industries, as there is no security arrangements and mostly unmanned. These sites require strong cyber security
systems to dealt with possible cyberattacks. Edge computing is a necessary tool for these sites but the data also need to
be secured from any kind of intrusion or external attacks before transmitting to plant side and to corporate network.

In this paper, we studied different aspects of Deep Neural Network based Machine Learning and it integration with
Explainable Artificial Intelligence (XAI) to protect output data. Feature selection method by utilizing XAl integrated DNN
is been analyzed and received a report which is ready for Security analyst to review and understand threats and train
the system for similar kind of patterns.

The model we proposed, is system which can be practically implemented to secure the oil and gas industries remote

site locally before transmitting it to plant side network which is integrated with corporate network of the Company.
Different analysis carried out to reach The integration of XAI with Deep Neural network can provide 100% intrusion
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detection as it is automated but interfacing with human and teaching as well for different patterns and kind of cyber-
attacks.

5. Methodology and Frame Work

5.1. Step-1 Input Data from IoTs:

In proposed model, first of all, data is being collected from IoT sensors (Actuators, Transducers, Flow valves, pneumatic
valves, strain gauges, thermocouples, flame detector, shutdown valves etc.) sensors installed at Remote site of Oil and
Gas Industry. The data is in electrical form reaching to marshalling cabinet by instrument control wires. The collected
signal is fed to hypervisor PLC which translate the data in binary sequences.

5.2. Step-2 Data Loading

Data loading refers to the systematic process of ingesting, organizing and preparing loT data for immediate processing
and analytics within Edge Computing environment. It is not just receiving bytes but making the data to consumable,
reliable and ready for action. Below are basic steps of data loading:
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Figure 3 Proposed model of Deep Neural Network Based Intrusion Detection System for Remote sites of Oil and Gas
Industries
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5.3. Step-3 Data Ingestion Interface

Protocol Handlers:

Simultaneous support for multiple [oT protocols
Modbus/OPC-UA

DNP-3

DNP Secure etc.

Connection Management:

Maintain persistent connections with hundreds of [oTs.

Que Management: Handle data bursts with message queues.

5.4. Step-4 Data Buffering and Streaming

Immediate handling of incoming data flow:

In-Memory Buffers:

Store microseconds of data for immediate processing.

Streaming Pipelines:

Creates continuous data streams for real-time analytics.

Backpressure Handling:

Manage what happens when data processing can’t keep up with ingestion.

5.5. Step-5 Schema Management and validation

Ensuring data quality and ingestion.

Schema Enforcement:

Reject malformed data immediately

Type Conversion:

Convert all data to consistent types (strings to numbers, etc.)
Constraint Validation:

Check value ranges and required fields.

5.6. Step-6 Data Parsing and Decoding

Transforming raw data into structured format.

5.7. Step-7 Metadata Attachment

Enriching raw data with context:
Source Metadata:
Device ID, manufacturer, firmware version.
Temporal Metadata:

o Ingestion timestamp, processing latency.
Network Metadata:
Signal strength, connection quality.
Geospatial Metadata:
GPS coordinates, Location context.
Security Metadata:
GPS coordinates, location context

5.8. Step-8 Data Routing and Prioritization:

Directing data to appropriate processing pipelines.

5.9. Step-9 Data Encoding:

Data encoding at the edge refers to the process of transforming structured IoT data into optimized formats for storage,
transmission and processing. It’s about making data smaller, faster and smarter within edge constraints. Encoding of
data is necessary because of below requirements:
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5.9.1. Minimize size

Reduce storage and transmission needs.
Accelerate Processing:

Enable faster analytics.

Preserve Precision:

Maintain data quality within limits.
Enable Interoperability:

Standardize across diverse devices.

5.10. Step-10 Data Normalization:

Data normalization at the edge is the process of transforming encoded data into consistent, comparable scales suitable
for analysis, ML models and aggregation. It is about making diverse IoT data apples-to-apple comparable despite coming
from different sensors, units and ranges. Normalization makes data mathematically consistent and analyzable. Below
are different normalization techniques being used:

Min-Max Scaling (Normalization to (0,1):
e Datais being stored in 0 and 1 pattern as Min and Max per sensor type.
e Quantization Aware Normalization.

e Federated Learning normalization

Data normalization is the critical bridge between encoded sensor data and actionable intelligence. It transforms
desperate measurements into a common mathematical language that DL models can understand and analyze effectively.
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Figure 4 Feature selection process
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5.11. Step 11 - Feature Selection:

Feature Selection in DL based IoT intrusion detection is the process of identifying and retaining the most relevant,
informative and discriminative features from raw IoT network/sensor data while removing redundant, irrelevant or
noisy features that impair detection performance and efficiency. Below are the basic functions of feature selection:

5.11.1. Computational Efficiency & Speed

Reducing input dimensionality lowers training/inference time and resource consumption, crucial for real-time or near-
real-time intrusion detection.

5.11.2. Improved generalization and Reduced Overfitting:

Eliminating irrelevant redundant or noisy features and helps the model focus on meaningful patterns, improving
performance on unseen attack variants.

5.11.3. Model Interpretability:

Selecting a smaller, meaningful subset of features makes it slightly easier to understand what the model is “looking at”
a significant challenge in black-box DL models.

5.11.4. Data Quality Enhancement:

The process often reveals inconsistencies, outliers and redundancies in the dataset (e.g., NSL-KDD, CIC-IDS2017, UNSW-
NB15).

U Preprocess:
Clean and normalize the dataset (e.g., CICOIDS2017).

U Initial Filter:
Apply a fast filter method (e.g. Correlation + Mutual Information) to drastically reduce the feature space from, say
80 to 40 features. This removes obvious noise and redundancy.

U Embedded Selection with DL Model:
Train a DNN or CNN with L1 regularization on the first layer using the 40 features.

U Post-Hoc Analysis & Final Selection:
Use the weights from regularized layer or apply SHAP analysis to rank the 40 features. Select the top 20-25 most
important features.

U Final Model Training & Evaluation: Train an optimized, potentially larger DL model (without L1 constraint) on
this final subset. Compare its performance and speed against a model trained on all original features.

The methodologies being used in Feature selection are below:

5.12. Filter Methods

In Filter Method Features are being selected by statistical measures:
Procedure: Compute a score for each feature and select the top-k.

5.12.1. Techniques:

e Variance Threshold: Remove features with very low variance (almost constant).

e Correlation Analysis: Remove highly correlated features (e.g., using Pearson, Spearman) . If (src_bytes and
dst_bytes are perfectly correlated, one can be dropped.

o Univariate Statistical Tests: A NOVA F-test (for classification) identities features where mean values differ
significantly across attack/normal classes.

¢ Information-Theoretic Measures: Mutual Information (MI) measures the dependency between a feature and the
target table. High MI features are retained.

Advantage: Fast, Scalable, model-agnostic.

Disadvantage: Ignores feature interactions and the DL model’s learning capability.

189



World Journal of Advanced Research and Reviews, 2026, 29(01), 178-205

5.12.2. Wrapper Methods

Use the performance of a specific DL model to evaluate feature subsets.

Procedure: A search strategy (e.g. forward selection, backward elimination, recursive feature elimination) is used to
test different feature subsets, training and evaluating the DL model each time

Example (Recursive Feature Elimination RFE):

e Train the DL model on all features.

e Rank features by importance (using gradients, weights or permutation importance).
e Remove the least important features.

e Retrain the model and repeat until the desired number of features reached.

5.12.3. Embedded Methods:

Feature selection is built in to the training process of the DL model itself. This is the most natural and popular approach
for DL-IDS.

Common Techniques:

Regularization (Lasso):

Adding L1 penalty to the first layer’s weights encourages many weights to become exactly zero. Features connected to
zero weights are effectively unused.

Attention Mechanism

In models like Transformers or RNNs with attention, the attention weights over input features can be analyzed.
Features consistently receiving low attention can be considered less important.

Differential Architecture Search:
More advanced methods where the model learns which input connections are useful.

5.12.4. Hybrid & Advanced DL-Centric Methods:

e Autoencoders for Feature Representation:

Train an unsupervised Autoencoder (AE) or Variational Autoencoder (VAE) on the data. The bottleneck layer’s learned
latent representation is a new reduced set of features that captures the essential information. This is feature extraction
not selection but serves the same purpose of dimensionality reduction.

Convolutional Neural Networks (CNNs) on Structured Data:

Raw features are treated as a 1 D “signal”. The initial convolutional layers act as automatic feature extractors, learning
hierarchical patterns. The original feature set can be large, as the CNN will learn to combine them.

e Important Scoring Post-Hoc:

After training a high-performing DL model (e.g., DNN, CNN) use techniques like SHAP or gradient based Sailency Maps
to explain predictions. Aggregate these explanations to rank the global importance of the original input features. This is
an interpretability-driven section method.

5.13. Step -13

After feature selections, normalization of processed data is being done to standardize the data sets. Random sampling
is done during the data training and testing step to preserve the class distribution the data in both sets. The data set is
being thoroughly processed and help to develop a more trustworthy model.
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5.14. Step- 14

At this step data is being evaluated. In data evaluation different metrices are assessed such as accuracy, precision, Recall
etc. The metrices measure aspects of IDS model performance.

Number of Correct Prediction

A =
ccuracy Total Number of Prediction

Accuracy measures the how the model is predicting the class of an instance. In case of class imbalance , one class
represents a small fraction of the total number of samples.

The F1 score help us to evaluate a system’s overall performance and measuring trade-off between the detection of
attacks and a reduction in the false positives.

Precision X Recall
F1Score=2X

Precision + Recall

Precision represents what is correct. Precision is top in intrusion detection system because a false positive can trigger
an alert and wasting resources and potentially disrupting the services.

True Positive

Precision =
True Positive + False Negative

Recall measures how well the model identifies all positive examples. High Recall is critical metric in intrusion detection
since missing false negative will be disastrous. It is better to have falser positive than more missed attacks. It is
authoritative to catch all the attacks, recall becomes the most crucial metric for evaluating the models.

5.15. Step -15

A cross-validation can be to evaluate the model performance. K fold cross validation with 5 fold models can be assessed
for accuracy, consistency across different training splits.

k
1
CV Accuracy = % + Z Accuracy;
i=1
Where k = 5 in our case. Each fold involves training the model on k - 1 parts and testing it on remaining part.

Now we will see the model performance variation with data quantity in training.
n
.. 1 Ntrai
Training Error = Ez L (}’z,yi Taln)
i=1

m
. . _ l . 2, val
Validation Error = — L (yuyi )
i=1

Where L is the loss function, n is the number of training samples and m is the number of validation samples.

5.16. Integration of XAl with Deep Learning:

Combining Explainable Artificial Intelligence with Deep Learning based IoT IDS after feature selection creates a
transparent, trustworthy and adaptive security system. Below are the reasons for selection XAl to integrate with DL for
IIoT IDS.

5.16.1. Trust and Accountability

Security Operators need explanations to trust automated alerts and take appropriate action.
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5.16.2. Model Debugging & Refinement

Identify when models use wrong features or shortcuts.

5.16.3. Regulatory Compliance

GDPR, NIS2 and other regulations increasingly require Explainability in automated decision making.

5.16.4. Feature Selection Validation

XAl validates whether selected features are truly meaningful to the model’s decisions.

5.16.5. Adversarial Robustness:

Understanding model vulnerabilities helps harden against attacks.

5.17. Integrated XAI-DL Training & Testing:

5.17.1. XAl-Informed Feature Selection:

Before training begins - XAI can guide final feature selection. Different methods are being used such as SHAP, LIME and
Permutation importance. In SHAP values are being calculated to select simple features from baseline, which are then
trained on the selected subsets and zero weight SHAP values are being removed. LIME is used for critical attack samples,
verify visa LIME at the selected features are sufficient for local explanations. If not reconsider feature set. Permutation
Importance is good for computing permutation after initial deep learning. If any selected feature is having zero
importance, it can be safely removed. At out we receive final validated feature set with documented importance scores.
Below is training procedure with XAl integration.

o Standard Training Loop with added XAI Monitoring.
o Explanation-Guided Regularization:
e Add aloss term that penalizes inconsistent explanations across similar attack types.
e Implement concept alignment Loss: Encourage model to align important features with domain
expert knowledge.
o Training with Explanations:
e Generate adversarial examples that fool both the prediction AND the explanation.
e Train model to be robust against these “explanation-aware” attacks.
e Train LSTM with attention mechanism on chronologically split data.
e Every 5 epochs generate attention heatmaps for validation samples.
e Verify attention focuses on port scanning and communication patterns.
e Ifattention shift is irrelevant features, regularization is applied.

o Testing with Comprehensive XAI Evaluation:
Testing goes beyond accuracy metrics to include explanation quality matrices.
e Standard Performance and Accuracy Testing
e XAI-Specific Testing & Metrices:
Explanation Faithfulness (Plausibility):
e Feature Ablation Test: Systematically remove top-K important features (according to explanation).
Performance should drop significantly.
e Randomization Test: Randomize important Vs Unimportant features. The former should cause larger
performance degradation.
e Stability: Adding some noise changes explanations.
% Metric: Intra-class explanation similarity.
o Human Alignment (Domain Expert Validation):
e Present explanations to [oT security experts.
e Questionnaire: On a scale of 1-5 does this explanation align with your understanding of why this is an attack.
s Metric: Expert agreement score.

5
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Table 1 I[IoT-Specific XAl Testing Scenarios

SL/No. | Test Scenario XAI Application Evaluation Criteria

1 Zero Attack Generate explanations for unknown | Explanation transferability
attack types. Do they highlight features | across attack families.
similar to known attacks?

2. False Positive | For each false positive analyze | Percentage of FPs with
Analysis explanation. Is the model focusing on | reasonable but incorrect
legitimate but unusual IoT behavior. explanations.
3. Device Test same attack across different sensor. | Cross device explanation
Heterogeneity Are explanation consistent? consistency
4. Concept Drift | Monitor explanation patterns over time | Explanation  distribution
Detection in simulated deployment. Sudden | shift detection.

changes may indicate drift.

o Edge Case Testing:
o False Positive: Model flags firmware updated as suspicious. Explanation shows high packet size variance as
reason. Analyst marks as false positive with note: “Legitimate bulk data transfer.”
e Retraining: Model is retrained with this sample, weighted by explanation feedback.

o Continuous Learning with XAl Feedback Loop: the key benefit of XAl integration with Deep Learning based IDS
is the human-in-the—loop refinement. Selecting uncertain predictions (high entropy) with surprising explanations
for human labelling and retraining the model by giving higher weight to samples where explanations were corrected
by analysts.

6. Challenges in integrating XAl with Deep Neural Network for IDS of I1oTs:

Integrating Explainable Al (XAI) with Deep Neural Network (DNN) based intrusion detection system for IIoT
environments is necessary for moving from “black box” security to “trustworthy” security. However, this integration
faces several technical and structural challenges. The challenges span technical, operational and human-centered. Below
are challenges of present days:

6.1. Resource Constraints

The most significant hurdle is the “explanation tax”. IloT devices are having limited CPU, memory and battery life. XAl
techniques add computational and memory overhead especially for post-hoc explainers and Feature attribution
methods.

6.1.1. High Complexity

XAI methods like SHAP (Shapely Additive Explanation) or LIME (Local Interpretable Model-agnostic Explanations)
require thousands of model evaluation to generate a single explanation. There is often a trade-off between detection
accuracy and interpretability. DNNs are valued for their high accuracy in detecting complex and novel attacks. However,
this performance often comes from highly no-linear, hierarchical feature transformations that are inherently opaque.
XAI methods must “reverse-engineer” these transformations in to human-understandable terms, which can be an
approximation at best.

6.1.2. Real-Time Detection Requirements:

In an IDS detection must happen in milliseconds. Adding an XAl layer can introduce significant latency, making it difficult
to stop an ongoing attack (like DDoS) in real time. XAl methods are often slow and iterative especially for instance-level
explanations and time-series traffic analysis. Delayed explanations reduce operational usefulness. Balancing real-time
detection with timely explanations is difficult.
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6.1.3. Edge/Device-side XAl:
Requires ultra-lightweight DNNs and XAI techniques potentially sacrificing accuracy and explanation depth.

Explanations are generated remotely, introducing latency, communication overhead and privacy concerns as raw data
must be transmitted.

6.2. Accuracy-Explainability Trade-off:

There is a natural strain between how fine a model accomplishes and how simply it can be described.

6.2.1. Complexity of DNNs:

DNNs (Convolutional Neural Network (CNNs), Referral Neural Network (RNNs), Long Short-Term Memories (LSTM),
are powerful because they capture high dimensional, a non-linear relationship. When XAl is being used to simplify in
human readable terms, we often lose the tone that make DNN accurate at first place. Highly accurate IDS models often
are the least explainable.

6.2.2. Fidelity Issues:

A “authentic” explanation must exactly reflect the model’s logic. If an XAl tool provides a basic description that doesn’t
truly match the DNN’s internal decision path, it can lead to wrong sense of security. Some XAl techniques (e.g., surrogate
models like LIME) provide simple comprehensible explanations but may not faithfully represent the complex DNN'’s
true decision-making process. Others (e.g., gradient-based methods like integrated gradients) are more faithful to the
model but produce outputs (heatmaps, attribution scores) that require expert knowledge to interpret.

6.2.3. Right explanation for the Right Stakeholder:

An [1oT network administrator needs a different explanation (e.g., “This device is behaving like it’s in a botnet”) than a
model developer (e.g., The high frequency of small TCP packets from this sensor was the primary trigger). Developing
XAl that serves multiple audience is difficult.

6.2.4. Evaluation of Explanations:

There is no universal metric to judge if an XAl method’s output is “correct” or “good enough “. This lack of ground truth
for explanations makes it hard to validate and compare XAI techniques in this context.

6.3. Data Heterogeneity and Dynamic Environments:

[IoT networks generate huge, diverse and high rate of data streams (e.g., MQTT, CoAP, HTTP protocols). IloT networks
comprise diverse devices (sensors, cameras, valve data etc.) with different data formats, protocols and behavioral
profiles. A one-size-fits for all XAl approach will not work. Explanations must be adaptable to the context of the specific
device type and its normal behavior.

6.3.1. Feature Mapping:

Mapping raw network packets to “interpretable features” is difficult. A security analyst might understand “Source IP”,
but they may not understand why a specific weight in 1D-CNN layer triggered an alert.

6.3.2. Concept Drift

[IoT situations change continuously (new devices join, traffic patterns change). XAl models trained on static datasets
may provide obsolete explanations as the primary network behavior changes.

6.3.3. Data Specificity

[IoT IDS data is often multimodal (network packets, device logs, physical sensor readings) and highly temporal. XAI
methods must effectively explain decisions based on complex time-series and sequential data, which is more challenging
than explaining image or text classifications.

6.3.4. Integration with Security orchestration:

Explanations need to be formatted and communicated to be consumed by Security Information and Event Management
(SIEM) system, threat intelligence platforms. This requires standardization of explanation outputs which currently
doesn’t exist.
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6.4. Adversarial Vulnerabilities

Ironically, the transparency provided by XAl can be weaponized by attackers. Attackers could use explanation outputs
to perform model inversion (inferring sensitive training data), membership inference attacks or to craft more effective
adversarial examples that evade detection and generate benign-looking explanations.

6.4.1. Exploiting Explanations

If an attacker recognizes why the IDS flagged their traffic (e.g., through an XAI dashboard), they can craft “antagonistic
perturbations” by making minor changes to their attack traffic that bypass the specific features the DNN is looking for.
6.4.2. Actionability of Explanations:

The explanation must lead to a concrete defensive action. The modal focused on packet size and timing is less actionable
than “This device is sending encrypted bursts of data to a known C&C server IP every 5 minutes, matching Botnet XYZ
pattern.

6.4.3. Attacking the XAl Layer:

The XAl tool itself can be targeted. If an attacker can manipulate the explanation, they could trick a human analyst into
dismissing a real alert as a “false positive”.

6.5. Latency:

Delayed response to fast acting malware and the root cause is iterative nature of SHAP and LIME.

6.6. Storage:

There is limited storage at edge computing devices and not enough for large XAl libraries and its background datasets.

6.7. Robustness:

Explanations can be changed by small noise as DNNs are very sensitive to even small input changes.

6.8. Human Factor:

Intellectual overload for security analysts. Excessive technical explanation data to read, understand and make decisions.

7. Future Trend'’s and Research Scope Discussions

The integration of Explainable Al (XAI) with Deep Neural Network (DNN) based intrusion detection system (DNN-IDS)
for IoT represents a critical frontier in cybersecurity. The future lies not just in making “black boxes” transparent, but
in creating adaptive, trustworthy and collaborative security system that are intrinsic to the 10T ecosystem. There is a
shifting from merely “explaining” a threat to autonomously defending against it while maintaining human oversight.
The focus is moving from toward Edge-native XAl, where resource-heavy explanations are optimized for tiny IoT
devices. Below are emerging trends:

7.1. Agentic and Autonomous Remediation:

The future IDSs won't just alert a human; the will use XAI to justify immediate, autonomous actions as well, such as,
rerouting traffic or quarantining a compromised smart sensor. Providing a reasoning logfor the security team to review
later.

7.2. Edge-XAI (TinyML Integration):

There is trend towards developing light weight XAl models (like gateways) that can run directly on IIoT edge gateways.
This reduces latency and ensures that security decisions are made locally without sending sensitive data to the cloud.
7.3. Encrypted Traffic Index:

As more and more [IoT sensor and devices use end to end encryption, DNNs are being trained to detect patterns in
metadata (packet length, timing) rather than payloads. Future XAI will focus on explaining these “behavioral
fingerprints” rather than raw data.
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7.4. Blockchain-Anchored Explanations:

To prevent attackers from tampering with security logs or XAI outputs, there is an opportunity to integrate blockchain
to create immutable, transparent audit trails of why an IDS flagged a specific event.

Below are the future research opportunities :

e Developing a lightweight explainer.

o Edge optimized architectures (neuron + explanations).

e Robust XAl models that can provide enough information for a human to trust them, but not enough for an
attacker to exploit the underlying logic.

e Mapping raw network features to neural language explanations.

e Explainable Federated Learning based IDS model, without sharing raw data and the explanation is also
generated in a decentralized privacy-preserving way.

e Integrating data from multiple sources (network packets, devices power consumption and system logs) into
a single DNN and using XAI to show how these different “modes” correlates to indicae a Zero Day attack.

8. Conclusion

In this technical paper we explored the idea to integrate Explainable Artificial Intelligence (XAI) with Deep Neural
Network (DNN) for Intrusion Detection System of IloT environment. We thoroughly investigated other research papers
on same topic and came up with many loop holes and research opportunities to get 100% accuracy rate.

The model presented is showing how intrusions can be detected at unmanned and remote site of Oil and Gas industries.
Edge computing with higher capacity of storage and power availability is required for 24 hours each day to avoid any
kind of alteration and cyber-attacks. The remote sites are very vulnerable and require to put more focus on data security.
XAl integration is introduced with DNN for human interface on decision makings and avoiding fully automated DNN
based system. As many times wrong flags happen and hamper the ongoing data evaluation process.

DNN is required to test and train the system to learn the pattern of attacks. By utilization of Deep Learning methods, we
can learn beyond the existing traditional attacks for which we are setting rules on firewalls.

In the new era of mass IloT connectivity in industries, lots of care is required to receive the data and sending it to
corporate networks, where each and every device is connected with network.
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