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Abstract 

Quantum networks are connections between quantum processors and repeaters that produce, exchange, and process 
quantum information. They serve to optimize the transmission of data in the form of quantum bits, known as qubits. 
Quantum networks were developed to complement classical networks in order to solve problems currently considered 
impossible. Among these applications are quantum key distribution (QKD), clock synchronization, secure remote 
computing, metrology, and distributed consensus. The objective of this work is to investigate the technological 
foundations, their strategic applications, and consequences in geopolitics. Specifically, this article addresses 
applications in energy sectors considered strategic, such as oil and gas and nuclear energy. Combined with Artificial 
Intelligence (AI), this technology can accelerate the discovery of wells and the processing of company analyses, making 
carbon capture more efficient. In nuclear reactors, quantum computing represents a significant advance. Its advantage 
lies in its ability to perform more precise simulations of nuclear reactions, for example, neutron scattering, fission and 
fusion processes, and the exploration of extreme environments that are difficult or impossible to reproduce in the 
laboratory. Furthermore, this article also analyzes the geopolitical impact of this scenario, emphasizing the 
technological race and strategic disputes. Next, the challenges and perspectives regarding technical barriers, regulatory 
issues, and the future of quantum networks in the energy matrix are discussed. To conclude this work, reflections are 
made on methods to achieve the safe and ethical integration of these quantum technologies. 
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1. Introduction

According to [1], Quantum Information Science (QIS) has four pillars (quantum sensing and metrology, quantum 
networks, quantum simulations, and quantum computing), as shown in Figure 1. Each area plays a strategic role in 
technological and energy evolution. Among these pillars, quantum networks emerge as a promise to make connections 
faster and more secure.  

The geopolitical scenario is characterized by energy transition, the need for decarbonization, expansion of renewable 
sources, and growing energy demand. In this context, there is a need to reconfigure critical infrastructure and 
implement more digitized and interconnected systems, such as smart grids and decentralized microgrids [2]. 

Based on phenomena such as quantum entanglement and quantum key distribution (QKD), quantum networks offer 
highly secure communication from a theoretical point of view. For the energy sector, especially interconnected electrical 
grids and hybrid systems such as nuclear, wind, oil, and gas, reliability is essential to prevent cyberattacks [3-4].  
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To improve energy transition management, quantum networks are integrated with artificial intelligence, resulting in 
secure quantum connections between operations centers, laboratories, and power plants, where it is possible to 
perform power flow simulations, fault prediction, and efficient responses to critical events [5], which are fundamental 
capabilities in a complex energy system where any incident can have international impacts. 

 

Figure 1 The four pillars of Quantum Information Science and possible applications in different areas of energy 
research and engineering [1] 

In the geopolitical and technological context, the nation that has the knowledge and mastery of the quantum network 
will be at the forefront of cyber resilience and industrial innovation. China, the United States, and the European Union 
lead the race for quantum supremacy and influence defense policies and international agreements [6].  

The scale of the impact of this technological integration makes it necessary to understand and map opportunities, risks, 
and practical applications with a view to security, sustainability, and innovation in strategic sectors. 

This raises the question: how can quantum networks, combined with artificial intelligence, protect strategic energy 
sectors from cyberattacks? 

The objective of this study is to analyze the potential of quantum networks, integrated with Artificial Intelligence, and 
their application in energy sectors, such as nuclear, oil, and gas, in the context of energy transition and decarbonization, 
to strengthen reliability and optimize operational efficiency by increasing technological competitiveness [1]. 

This paper takes an integrated temporal approach, addressing the current state of cybersecurity in strategic sectors, 
emerging quantum technologies in the experimental phase and their future prospects, and discussing their impacts on 
the energy transition and geopolitical competition. 

2. Technical Fundamentals (Quantum Networks / Artificial Intelligence (AI)) applied to quantum 
networks 

The evolution of quantum communications has been driven by advances in quantum entanglement networks, 
distributed quantum computing, and quantum sensor networks [7]. 
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This progress was possible because quantum networks use fundamental properties of quantum mechanics, mainly 
entanglement and superposition, which offer advantages in security and efficiency [8]. They are composed of quantum 
nodes interconnected through communication channels, allowing the transmission of qubits and the creation of 
quantum entanglement between different parts of the network [9], in addition to the use of quantum channels and 
repeaters. 

The purpose of these networks is to enable applications such as quantum state teleportation, quantum key distribution, 
and distributed quantum computing—processes that become even more optimized when integrated with Artificial 
Intelligence (AI). Among these innovations, Quantum Key Distribution (QKD) networks stand out, which are already in 
operation, with successful implementations in several regions [10-11].  

The application of AI to QKD helps improve the predictability of attacks and failures, highlighting anomalies known as 
black hole repeaters, which compromise the integrity of repeaters in complex networks [12]. AI also uses machine 
learning to optimize routes, adjust switching protocols in real time, and automatically classify suspicious events. 

AI is capable of performing real-time analysis, identifying complex patterns in large volumes of data, and detecting 
subtle events through neural networks and probabilistic models [13-14]. In addition, it enables self-calibration and self-
adjustment of sensors—essential functions in thermally and electromagnetically unstable environments—and 
generates maps that predict variations in magnetic fields, gravitational acceleration, and radiation [15]. 

AI, in conjunction with quantum networks, ushers in a new era of independent, secure, and responsive systems, 
representing a fundamental advance toward the quantum internet and the strategic use of emerging technologies for 
geopolitical purposes.                                                                                        

To better understand how this integration manifests itself in practice, we will address three fundamental applications 
of artificial intelligence in the context of quantum communications: network routing, error correction and mitigation, 
and monitoring with optimization. 

To better understand how this integration manifests itself in practice, we will address three fundamental applications 
of artificial intelligence in the context of quantum communications: network routing, error correction and mitigation, 
and monitoring with optimization. 

In the first case, the main challenge is to select the ideal “path” for transmitting qubits between nodes—a complex task, 
subject to critical errors such as decay, decoherence, and entanglement loss. In this context, Reinforcement Learning 
(RL) algorithms, such as Proximal Policy Optimization (PPO), stand out for their simplicity of implementation and 
robust performance in various types of problems [16]. 

For more demanding applications, such as in Quantum Key Distribution (QKD) optical networks, Deep Reinforcement 
Learning (DRL) algorithms are used, capable of simultaneously solving routing and resource allocation problems [17]. 

In the second domain, quantum communications are highly sensitive to noise and multiple forms of interference. Deep 
Learning (DL) models can correct error patterns more quickly and efficiently than classical methods, such as CRC, 
Hamming, Reed–Solomon, or LDPC codes, which introduce redundancy into the transmitted data, allowing for the 
detection and correction of transmitted bits.  

In conventional systems, an erroneous message can simply be retransmitted using an ARQ (Automatic Repeat Request) 
protocol. However, this model does not apply to quantum networks: measurement destroys the quantum state, and the 
no-cloning theorem prohibits the replication of quantum information. 

Deep learning models — especially transformer-based neural networks (such as current large language models, 
LLMs)—surpass traditional decoders in surface code implementations, resulting in significant advances in Quantum 
Error Correction (QEC) [18].  

In addition, it is worth highlighting the ability to self-calibrate: neural networks can automatically calibrate quantum 
photonic sensors using only training data, without the need for detailed device modeling. This approach treats the 
sensor as a “black box,” dramatically reducing the resources and time required for calibration compared to manual 
procedures [19]. 
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Finally, in the third area, AI enables real-time analysis of physical parameters (such as optical losses, temperature, and 
synchronization), automatically adjusting the emission and reception systems to ensure stability and efficiency in key 
transmission or entanglement. In practice, optimizing these parameters is essential to maximize the secret key 
generation rate. However, classic Local Search Algorithms (LSA) are often slow and limited by the computational 
capabilities of devices [20]. 

Artificial intelligence and machine learning have significantly improved both the efficiency and security of quantum 
communications. These methods enable ultra-secure, reliable, large-scale communication, contributing to the 
development of a future quantum internet capable of analyzing protocols and mitigating noise-induced errors caused 
by noise during quantum data transmission [21]. 

3. Applications in Nuclear Energy and Oil & Gas 

The nuclear energy, oil, and gas sectors require constant attention to safety, communication, and the most accurate 
measurements. The integration of quantum networks, Artificial Intelligence (AI), and quantum sensors represents a 
strategic advantage for sectors such as nuclear and oil and gas, where the accuracy, safety, and reliability of monitoring 
systems are essential. 

The role of these integrations in these sectors will be discussed below, highlighting how the characteristics of each 
sector influence the applications, challenges, and opportunities of these emerging technologies. 

3.1. Nuclear Energy 

New reactor designs feature advanced technologies such as remote monitoring and semi-autonomous operation, with 
the aim of reducing economic costs, leveraging passive safety systems, and enabling support for different types of energy 
production [22]. 

Nuclear security consists of prevention, detection, and response measures to prevent theft, sabotage, unauthorized 
access, illegal transfer, or other malicious acts involving nuclear material and other radioactive substances and their 
associated facilities. Responsibility for nuclear security lies with national governments [23]. 

Attackers almost always begin by gathering information about the target system to identify the network topology, 
software versions, authorization or authentication mechanisms, and critical targets. Therefore, the first critical layer of 
defense against attacks is to ensure the confidentiality and authentication of any communication [24]. One of the most 
well-known cyber-attacks on a nuclear power plant was the Stuxnet virus attack in 2008, developed by the US in 
partnership with Israel, whose goal was to paralyze Iran's nuclear power plants [23].  

However, the first attack on an operating civilian nuclear power plant was carried out by an armed group during 
Russia's military action in Ukraine in early 2022. 

Incidents such as these show that, despite all the technology in the nuclear field, there are critical vulnerabilities. To 
reduce them, cryptographic implementation was proposed by the US Nuclear Regulatory Commission (US NRC) in 2010 
through Regulatory Guide 5.71 [25], but there is no public document confirming that any plant has implemented all the 
requirements, even though nuclear plants used in licensing or modernization processes often include security plans 
proposed by the US NRC [26].  

However, in 2024, the National Institute of Standards and Technology (NIST) published the first official post-quantum 
cryptography standards, which should gradually complement existing guidelines, such as RG 5.71, against cyber-attacks 
from a quantum computer [27]. 

Current cryptographic schemes are based on the computational complexity of public-key cryptography. Unfortunately, 
however, public-key cryptography has been shown to be vulnerable to the advent of quantum computers and Shor's 
algorithm [28-30]. In [31], predictions about the evolution and scalability of quantum computers are cited as an 
example, indicating that they could compromise public key cryptography (RSA) in a matter of hours if sufficiently large 
and stable machines were built.  

Theoretical information security — that is, unconditional security—can be achieved by implementing the One-Time Pad 
(OTP) symmetric encryption algorithm, which requires that the communicating parties have access to truly random and 
continuously updated keys that are equal in size to the encrypted data [32]. Despite its perfect theoretical security, its 



World Journal of Advanced Research and Reviews, 2025, 28(03), 551-565 

555 

application is difficult, because the parties share and store many secret keys that are the same size as the transmitted 
data, which makes synchronization and distribution of large-scale systems unfeasible [33]. 

There are already initiatives to implement large-scale quantum computers in the next decade. Among them are the US 
National Quantum Initiative Act [34], Google's Quantum Artificial Intelligence Lab, which plans to commercialize 
quantum computers [12-13, 35], IBM Q [14-15], among others.  

With the advancement of quantum computers and, consequently, the weakening of classical systems, there is a need to 
develop security mechanisms based on quantum mechanics. One notable example is Quantum Key Distribution (QKD), 
which allows two parties, connected by optical interfaces, to generate secure random keys through a quantum channel 
that is immune to espionage threats [36]. 

Research indicates that integrating this technology into next-generation nuclear systems could provide significant 
benefits, enabling safe, autonomous, and unsupervised operation in remote areas, such as in micro reactors and fission 
batteries. A recent study successfully demonstrated the implementation of Quantum Key Distribution (QKD) in a fully 
digital nuclear reactor (PUR-1). Achieving high-performance real-time encrypted communication—including secure 
transmission of encrypted data via optical fibers for up to 140 km, with low latency and high stability, increasing 
resilience against future cyber threats [24]. 

It is also possible to further improve the monitoring of nuclear activity with the implementation of artificial intelligence 
algorithms to calibrate quantum sensors and the improvement of sensing technologies, as in the case of neutrino 
detectors being developed for non-invasive surveillance of nuclear reactors, allowing the identification of their activity 
level or possible operational deviations, with major implications for non-proliferation [37]. 

At the same time, it is possible to use radiation sensor networks in urban environments that enable the continuous and 
intelligent detection, location, and tracking of radiological materials, significantly improving nuclear security [38]. 

The successful integration of Quantum Key Distribution (QKD) in nuclear reactors, as demonstrated at the PUR-1 
facility, lays the foundation for secure quantum communications. However, quantum cryptography alone addresses only 
one dimension of nuclear cybersecurity. To achieve truly resilient and autonomous nuclear systems, quantum security 
must be augmented with artificial intelligence capabilities that enable real-time anomaly detection, predictive 
maintenance, and adaptive system optimization. This convergence of AI and quantum technologies transforms nuclear 
facilities from passively secure infrastructures to actively intelligent infrastructures. 

The integration of Artificial Intelligence (AI) with quantum technologies, such as QKD, establishes a new paradigm of 
operational and cyber security for nuclear systems. While QKD ensures the confidentiality and authenticity of 
communications [11], AI acts as a cognitive analytical layer, capable of detecting and mitigating failures in real time. 
This convergence reinforces both the physical and informational resilience of nuclear power plants, enabling 
autonomous operation and intelligent monitoring of critical infrastructure. 

In the context of operational safety, AI optimizes risk management through predictive models that detect anomalies and 
probabilistically assess critical failures before they occur [39]. Unlike traditional approaches based on thresholds or 
fixed rules, machine learning algorithms recognize complex, nonlinear patterns in data from thermal, radiation, and 
flow sensors, reducing false alarms and increasing the reliability of safety decisions. 

A recent advance is presented by Chaudhary et al. (2024) [40], who developed a Bi-LSTM neural network model applied 
to the simulated Asherah NPP nuclear plant. The system achieved 100% accuracy and recall, with a false positive rate 
of zero, in detecting anomalies induced by cyberattacks. The statistical detection threshold was set to MSE ≈ 0.007, 
allowing anomalies to be identified up to 54 seconds before the Reactor Protection System (RPS) was activated, thus 
enabling preventive and preemptive actions. In addition, the model employs Explainable AI (XAI) techniques, such as 
the SHAP method, to identify the most influential variables — average reactor temperature, pressure, and flow — 
ensuring transparency and auditability in the decision-making process. These results reinforce the role of AI as an 
element of trust and interpretability in critical nuclear infrastructures. 

In addition, AI is widely used for noise filtering and adaptive calibration of measuring instruments. Neural models 
distinguish operational noise from fault signals, automatically adjusting sensor parameters according to environmental 
variations. This self-correcting capability eliminates much of the need for manual intervention, reducing maintenance 
time and improving the accuracy of continuously operating solid-state radiation detectors and high-sensitivity neutron 
flux sensors [41]. In more advanced applications, neuromorphic sensors integrate learning circuits directly into the 
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hardware, enabling autonomous response and dynamic reconfiguration under thermal or electromagnetic 
fluctuations—an essential feature for small modular reactors (SMRs) and next-generation microreactors [41]. 

At the same time, AI is widely incorporated into the design and simulation of nuclear systems, replacing empirical 
correlations and deterministic models with hybrid machine learning approaches. These methods enable dimensionality 
reduction, reduced-order modeling, and highly efficient thermohydraulic and neutron analyses, maintaining 
computational accuracy at a lower cost. Recent studies conducted in Spain demonstrate the successful use of deep 
neural networks (DNNs), convolutional neural networks (CNNs), and Bayesian networks in safety analyses, fuel cycle 
optimization, and uncertainty quantification in nuclear reactor design—consolidating AI as an indispensable tool 
throughout the life cycle of a nuclear project [42]. 

Together, these applications demonstrate that Artificial Intelligence not only complements the security provided by 
quantum networks, but also enhances the autonomy, efficiency, and adaptability of modern nuclear systems. The result 
is an infrastructure capable of operating under the principles of predictive and informational security, combining 
quantum cryptography with adaptive intelligence—a decisive step toward the next generation of autonomous digital 
reactors and intelligent energy systems. 

The same principles of integration between AI and quantum technologies are becoming increasingly relevant in other 
energy-intensive sectors, notably oil and gas, where process safety and predictive analytics play equally critical roles. 

3.2. Oil and Gas 

 With the evolution of quantum networks, ways have been developed to monitor, control, and distribute energy more 
safely and reliably compared to existing networks. These methods include analyzing global CO2 emissions, using 
automation technology in fossil fuel infrastructure to make it safer and more efficient, and modernizing the energy 
network using quantum technologies. In the long term, quantum networks are expected to be used to distribute 
cryptographic keys to protect energy data and make energy supply more reliable [1]. 

Also, according to Crawford et al. [1], quantum networks can be used in CO2 emission sources, such as coal plants, 
industries, ships, and vehicles equipped with quantum technologies. Measurement units, such as quantum sensors, can 
connect to an advanced communication network to assess emissions with greater accuracy and sensitivity.   

In 2014, NASA launched its carbon observatory in orbit—OCO-2—to monitor CO2 emissions in the Earth's atmosphere 
with a resolution of 1 to 3 km [43]. This was considered a computationally complex problem, as it required accurate 
and detailed models of landscapes and areas of high CO2 emissions on the Earth's surface.  

Only with the advent of quantum computing was it possible to improve the accuracy of the sensors that collect data in 
the cells, and each of them can be equipped with quantum CO2 monitoring technology. Quantum sensor networks 
require distributed nodes with multiparty entangled states, discrete and continuous variables, and complex sensing 
protocols [1]. 

The use of entangled quantum sensor networks can make measurements and the accuracy of multiple distributed 
parameters more sensitive, such as temperature, pressure, pipe corrosion, and gas concentrations. Although natural gas 
pipelines use classic fiber optic detection technologies, research indicates that, in the future, quantum sensors could 
contribute to improving monitoring accuracy and infrastructure [44]. 

Building on these developments, Artificial Intelligence (AI) plays a crucial complementary role—transforming the vast 
data sets generated by quantum sensor networks into actionable insights and predictive intelligence for the oil and gas 
industry [45-46]. 

Building on these quantum advances, the fusion of Artificial Intelligence (AI) with quantum sensing networks and 
advanced instrumentation has decisively enhanced monitoring, analysis, and forecasting capabilities in the oil and gas 
sector. 

While the first part of this section emphasized the role of Quantum Information Science (QIS) and entangled quantum 
sensors in the accurate detection of physical and environmental parameters, AI emerges as a natural extension of these 
innovations—responsible for interpreting, correlating, and predicting complex patterns in the resulting data. This 
synergy between AI and quantum technologies forms the link between intelligent physical monitoring and cognitive 
seismic interpretation, revolutionizing exploration and operational management in highly complex environments. 
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While quantum sensors revolutionize the detection of physical phenomena with remarkable accuracy, it is AI that 
enables the interpretation and operationalization of this data on a large scale in industrial contexts. This combination 
is particularly relevant in three critical areas of the energy industry: seismic interpretation for exploration, predictive 
monitoring of structural integrity, and early detection of operational failures. The following sections examine specific 
applications of AI in these contexts, illustrating how deep learning approaches have transformed established industry 
practices. 

Accurate identification and characterization of geological faults remain a fundamental challenge in hydrocarbon 
exploration, especially in complex geological formations. Conventional seismic interpretation methods rely heavily on 
manual analysis by specialized geoscientists—a time-consuming process subject to interpretive variability. 

A recent study conducted in the Tarim Basin in northwestern China demonstrates how AI-based models overcome these 
limitations. In this region, characterized by karstified carbonates at depths exceeding 6,000 meters, interpreting strike-
slip faults is essential for optimizing drilling trajectories and development planning. Traditional seismic methods face 
great difficulties in obtaining clear images of these structures due to lithological complexity and dispersion effects 
caused by karstification [47]. 

To address these challenges, Wang et al. (2025) [47] developed a methodology based on U-Net networks with transfer 
learning, achieving results superior to conventional methods. The model effectively suppressed features unrelated to 
faults—such as karstified cavities and fractures—while producing clear images of fault geometry.  This approach 
automates processes that traditionally required months of manual interpretation, significantly reducing analysis time 
and improving the consistency of results [47]. 

In addition to structural interpretation, AI demonstrates remarkable ability to predict seismic behavior and assess risks. 
Laurenti et al. (2024) [48] analyzed seismic waves recorded during the Norcia earthquake (M 6.5; 2016), using seven-
layer convolutional neural networks to classify seismograms into three categories: foreshocks, aftershocks, and time-
to-failure (TTF). The model achieved over 90% accuracy in distinguishing these classes, using raw seismic data as input, 
without the need for manual feature extraction [48]. 

The results indicate that deep learning models can detect subtle changes in the attenuation properties of elastic waves, 
capturing information about the evolution of fault zone characteristics throughout the seismic cycle, with direct 
implications for safety monitoring in exploration and production operations, especially in regions affected by seismicity 
induced by fluid injection or hydraulic fracturing [48]. 

The integration of quantum sensors and AI algorithms creates synergistic opportunities for leak detection and 
structural integrity monitoring. A collaborative project involving Louisiana State University, the University of Oklahoma, 
and Oak Ridge National Laboratory (ORNL) has developed a quantum entanglement-based fiber optic sensing system 
for detecting underground leaks in oil and gas pipelines. The approach replaces classical light sources with entangled 
quantum light, which generates much less background noise and has greater sensitivity to low-amplitude signals [49]. 

Validated with operational data from production wells in the Shengli Field (China), the combined model demonstrated 
superior robustness compared to individual models, especially when applied to datasets of varying quality—a common 
scenario in real industrial environments [50]. 

This transition to AI-enhanced predictive approaches, driven by data science, has resulted in significant reductions in 
unplanned downtime, increased service life of critical equipment, and optimized maintenance intervals. However, 
Johnson et al. (2023) [51] highlight persistent challenges related to the quality and availability of real-time data, the 
complexity of managing large volumes of heterogeneous information, and the operational costs associated with 
implementing these technologies [51]. 

Overall, the integration of AI, deep learning, and quantum sensing has produced substantial gains in operational 
efficiency, safety, and sustainability across the energy industry. As emphasized by Hassan et al. (2025) [52], the 
continuous evolution of these tools is consolidating a paradigm of autonomous and intelligent operations, in which 
automated seismic interpretation and quantum monitoring of infrastructure become the pillars of a safer, more 
productive, and environmentally responsible industry — directly contributing to the global energy transition and 
reinforcing the role of research and innovation in shaping the next generation of smart energy systems [52]. 
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4. Geopolitics of Quantum Technologies and AI 

The geopolitical landscape surrounding quantum technologies and artificial intelligence has fundamentally shifted from 
an academic pursuit to a critical domain of strategic competition that shapes contemporary international relations. 
China views quantum technology as a central element in global competition in science and technology, increasing 
government investments to around $15 billion [53], while the United States maintains its technological leadership 
through coordinated federal initiatives and partnerships with the private sector. This technological rivalry goes beyond 
traditional metrics of national power, setting new parameters in which quantum supremacy and AI capabilities 
determine geopolitical hierarchies. 

Strategic competition between major powers manifests itself in distinct approaches to quantum development. China's 
technological development is largely government-led, with Beijing fully aware that whoever develops quantum 
technologies first will have tangible military advantages in cryptology, communication, and information processing [53]. 

In contrast, the US leads investment in the quantum private sector (44% of global funding), followed by the UK, Canada, 
and Australia (collectively around 20%) and China (17%) [54], demonstrating a market-driven approach that leverages 
private capital and entrepreneurial ecosystems. The European Union, as a whole, lags behind, with just over 12% of 
investment in the sector [54], highlighting the challenges faced by fragmented European innovation systems despite 
substantial public commitments. 

European efforts to address this competitive disadvantage reveal the complexities of coordinating quantum strategies 
across multiple national jurisdictions. With nearly €7 billion in public investment in quantum, the EU trails only China 
[55], but faces structural limitations. Since 2018, Europe has committed more than €11 billion, but attracts only 5% of 
global private investment in quantum, compared to the US, which has 50% [56]. The proposed European Quantum Act 
represents an attempt to overcome these coordination challenges by seeking to unite fragmented national efforts into 
a more cohesive European strategy [57]. 

The implications for national security of quantum technologies focus primarily on cryptographic vulnerabilities that 
threaten existing security infrastructures. As Michele Mosca, a founding member of the Institute for Quantum 
Computing, demonstrated with his influential “Mosca Theorem,” the convergence of quantum technology with the 
global economy presents vast opportunities, but also immense risks [58]. Large-scale quantum computers could break 
current encryption standards, jeopardizing the security of communications and data around the world [57].  

This threat has led to coordinated responses across multiple domains. NIST has published a final set of cryptographic 
tools designed to resist attacks from quantum computers, with post-quantum cryptographic standards protecting 
everything from confidential email messages to e-commerce transactions [59]. The urgency of this transition is 
reinforced by regulatory mandates, such as FIPS 203, FIPS 204, and FIPS 205, which specify algorithms derived from 
CRYSTALS-Dilithium, CRYSTALS-KYBER, and SPHINCS+, published in August 2024 [60]. 

The emergence of “quantum inequalities” represents a critical dimension that is often overlooked in geopolitical 
analyses. In a recent analysis published in Just Security, quantum technology policies may consolidate global inequality 
by excluding the Global South from access to emerging innovations [61]. The proposed “Qubits for Peace” framework 
draws a parallel with President Eisenhower’s 1953 “Atoms for Peace” initiative, seeking to enable peaceful applications 
of quantum computing, sensing, and communication in less developed countries, while protecting military and 
intelligence uses [61]. 

Export controls and technology protection measures represent another critical dimension of quantum geopolitics. In 
September 2024, in conjunction with international partners, the U.S. Department of Commerce published a provisional 
final rule on export controls for certain quantum technologies [62].  

These restrictions extend to research collaboration, as following China's progress in building a 72-qubit 
superconducting quantum computer in 2024, the US included the creator Origin Quantum and much of the ecosystem 
on its list of restricted commercial entities due to their support for Chinese military activities [53]. European institutions 
face particular challenges in this environment, with European researchers working with Chinese partners now 
blacklisted by Washington [63]. 

The scope of the technological competition goes beyond quantum computing, encompassing the entire quantum 
technology ecosystem. China leads the way in quantum communications, possessing the world's largest quantum 
network, spanning 12,000 km, including two quantum satellites [53]. This infrastructure development demonstrates 
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how quantum technologies enable new forms of secure communication, fundamentally altering intelligence and 
security paradigms. As Ciel Qi notes in the Yale Journal of International Affairs, China's multi-decadal focus on quantum 
communications represents a strategic priority that could significantly influence geopolitics and have substantial 
impacts on US international strategy [64]. 

The challenges to international collaboration in quantum research reflect broader geopolitics. Rob Young, director of 
the Lancaster Quantum Technology Centre, notes that geopolitical barriers compound the inherent challenges of physics 
research, creating additional obstacles to the international cooperation essential for advancing quantum technology 
[65]. The broader strategic implications are highlighted in NATO assessments, which classify quantum technologies as 
“potentially revolutionary and disruptive” and as “an element of strategic competition” with rival states [63]. 

The intersection of public and private sectors adds complexity to quantum geopolitics. The role of private capital and 
corporations is much smaller in China than in the US, with major Chinese quantum companies acting as intermediaries 
between public laboratories and state clients, with limited autonomy [53]. This structural difference influences not only 
innovation patterns but also the integration of quantum technologies into broader economic and security systems. 

Academic research patterns reflect these geopolitical dynamics, with research leadership varying across quantum 
technology domains. The US leads in research quality in quantum computing (34% of the most cited papers), followed 
by China (16%) and Germany (4%), while China leads in quantum communications (34%), followed by the US (17%) 
and Germany (7%) [54]. These patterns suggest that different nations are developing specialized capabilities within the 
broader quantum technology landscape, just as quantum sensing applications vary by regional focus, as demonstrated 
in the nuclear monitoring and oil and gas infrastructure protection discussed in the previous sections. 

The implications for protecting critical infrastructure are particularly significant in the context of growing technological 
interdependence. Control over quantum infrastructure means long-term geopolitical influence, as does the digital 
dominance currently commanded by US and Chinese tech giants [56]. 

This recognition has led to policy frameworks that emphasize technological sovereignty, with the European Commission 
identifying quantum technologies as critical to the EU's economic security, recognizing their strategic value and dual-
use nature [55]. As Rajesh Uppal notes in his analysis of the applications of the quantum revolution in defense and 
security, achieving quantum supremacy has become a geopolitical priority, with enormous advantages for the first 
nation to acquire computers that render all others obsolete [66]. 

The timeline for quantum technology deployment adds urgency to these competitive dynamics. The growing 
importance of quantum computers has become so prominent that the UN designated 2025 as the “International Year of 
Quantum Science and Technology” [67]. Investment patterns reflect this urgency: in the first quarter of 2025 alone, 
$1.25 billion was invested in quantum companies —70% of the previous year’s total in just three months—with 
projections reaching $173 billion by 2040, making quantum not just a frontier technology but an economic and 
geopolitical force [56]. 

The challenges of balancing cooperation and competition in quantum technologies reflect broader tensions in 
international scientific collaboration. While competition can be healthy and stimulate innovation, it does not mean 
mobilizing entire populations to adopt a hostile mindset and dangerous attitudes toward competitors [67]. However, 
security considerations increasingly restrict collaborative possibilities, as Brussels has not yet published a promised 
risk assessment, but the US blacklist and NATO warnings have made it clear that Europe must exclude Chinese partners 
from public quantum technology projects [63]. 

These dynamics establish quantum technologies and AI as fundamental elements of contemporary geopolitical 
competition, where technological capabilities increasingly determine power and national security in an interconnected 
global system. The integration of these technologies into critical infrastructure sectors such as nuclear power and oil 
and gas, discussed in the previous section, represents not only operational enhancement but also strategic positioning 
within an evolving international order, where quantum capabilities may determine future geopolitical balances. 

5. Challenges and Perspectives 

Quantum networks, advanced sensors, and artificial intelligence enable advances in the security, efficiency, and 
reliability of strategic sectors, as already described. Their applicability, however, still faces significant technical 
challenges, high costs, and geopolitical tensions. 
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One of the main issues is scalability, as current quantum networks are limited in the number of nodes and qubits. As 
these infrastructures grow, coherence and fidelity can be compromised, as this difference causes greater noise, 
decoherence, and signal losses that hinder the maintenance of quantum entanglement, leading to communication 
instability [68]. 

Another challenge is integrating quantum networks into the existing classical infrastructure. This requires specific 
technical solutions, such as advanced optical filtering to minimize noise in quantum signals and nanosecond or 
picosecond synchronization, which are important for maintaining coherence between network nodes [69-70]. It is 
worth mentioning the complexity of these solutions due to the extreme precision required and the sensitivity of qubits 
to small variations. In addition to the technical challenges, the adoption of quantum networks is compromised due to 
the high costs and complexity of specialized hardware, for example, quantum repeaters, photon detectors and cryogenic 
systems [71].  

Scientific cooperation enables knowledge sharing, cost reduction, and accelerated innovation in quantum-sensitive 
technologies. However, this collaboration often clashes with competition among global countries, creating tensions and 
barriers [72]. From this, agreements emerge that could restrict scientific cooperation in strategic areas, such as AI and 
quantum computing, in addition to impacting the competition for leadership in research, patents, and infrastructure, 
reflecting a climate of technological rivalry [73-74]. 

In this scenario, quantum technology finds itself somewhere between scientific cooperation and strategic competition. 
Its future will depend on technical innovation and also on enabling policies, international governance regimes, and 
scientific diplomacy sensitive to security implications. 

6. Conclusion 

This article explored the integration of quantum networks and artificial intelligence to build safer and more efficient 
communication systems. The use of AI algorithms allows for improved qubit routing, minimized errors, and more 
accurate network monitoring, paving the way for practical applications in several strategic sectors. 

In the energy sector, especially in oil and gas, they are used to process large volumes of data and perform real-time 
analysis of CO2 emissions, increasing the efficiency and safety of operations. In the nuclear sector, AI-optimized 
quantum sensors can improve threat detection and prevention, promoting stricter control of radioactive materials and 
associated facilities. 

Regarding geopolitical implications, countries leading in quantum computing and communication have strategic 
advantages in security, energy, and technology, placing these nations in a position of global influence, highlighting the 
importance of international cooperation and regulation. 

It was also discussed that despite advances, significant technical challenges remain, such as preserving entanglement 
over long distances, the complexity of distributed processing, and the need for robust error correction algorithms. 

In short, the convergence between quantum technologies and artificial intelligence expands the boundaries of 
information science and offers solutions to complex challenges, consolidating its position as a strategic field for 
research. 
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